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1. MoparoTtoBKa 3a noTnuwyBake pdf fOKymeHT

Bo oBa ynaTcTBO onuMLaHa e NocTankaTta 3a AMIMTanHo NoTnMwyBake Ha pdf 4oKymeHTU co ynoTtpeba
Ha anatkata Adobe Reader. Onumjata 3a noTNUWyBake AOKYMEHT CO AuruTaneH ceptuduKkat
noaap»KaHa e Bo Adobe Reader 11 n noHosu Bep3uun. HajHoBaTa Bep3nja Ha Adobe Reader moxke aa
ce npeseme 0f C/leHaTa sioKauuja:

http://www.adobe.com/support/downloads/product.jsp?platform=windows&product=10

Mpepn, 3ano4yHyBatbe Ha MoCTanKkaTta 3a notnuwyeake pdf gOKYyMeHT, NnoTpebHo e Ja ce Hanpasar
cnegHuTe NoAroTOBKM:

1.1 nMposepka Ha cepTudPuUKaToT

v

v

JoKonky Bawmnot ceptudumkrat e Ha PKI TokeH (Verba Sign K2, VerbaSign Pro2 nnm Verba Seal
S2), notpebHo e aa ro npuknyuymnte PKI TOKEHOT BO KOMNjyTEPOT M Aa NPOBEPUTE AEKA UCTUOT
e BUAAMB Npeky npenanctyBayoT Internet Explorer. Bo Internet Explorer knnkHeTte Tools-
>Internet Options->Content->Certificates. Bo kaptuukata Personal Tpeba ga e u3nucrtaH
BalimoT ceptudukat (Camka 1). Bo cnyyaj cepTuduKaToT Aa ro Hema BO JiUCTaTa, HanpaseTe
npoBepKa Aaan rm nmate MHCTaIMpPaHo noTpebHuTe apajsepu 3a BawwmMoT TuN Ha PKI TokeH
(Gemalto ID Prime nan Gemalto Java) cornacHo cooaseTHOTO ynaTcTBo Kako Aa 3anoYyHam co
Kopuctere Ha ceptudukat nsgageH Ha Gemalto IDPrime PKI TokeH Bo Internet Explorer? nam
Kako fia 3ano4YHam co KOpUCTEHE Ha cepTUdUKAT n3aaaeH Ha Gemalto Java PKI TokeH.

JoKonky BawimoT cepTuduKat e reHepupaH Ha xapa anck (Verba Sign K1, Verba Sign Prol nau
Verba Seal S1), notpebHo e fa npoBepuTe AeKa UCTUOT Ce Haofa BO CKNAA0T Ha NPEeANCTyBayoT
Internet Explorer. Bo Internet Explorer knukHeTe Tools->Internet Options->Content-
>Certificates. Bo kapTuukara Personal Tpeba aa e usnucraH sawnot ceptudukat (Caunka 1). Bo
cnyyaj cepTMdMKaTOT Aa ro Hema BO amMcTaTa, Tpeba Aa ro umnopTupate Bo Internet Explorer
cnopeg YNM ,Kako ga umnopTtnpam ceptnudumkat Bo Internet Explorer og .pfx nnm .p12 6ekan
dajn?”.

Internet Options ? x

q 9 2 9 i Cantent i
File Edit \iew Favorites Help General Security  Privacy - onnections  Programs  Advanced

Delete browwsing histany... Chrl+Shift+Del Certificates

5 5 Use certificates For encrypted connections and identification.
InPrivate Browsing Ctrl +Shift+P

Turn on Tracking Protection | Clear 55L state

Certificates ‘ Publishers

DctiveX Filtering
AutoComplete

Fix connection problems..
Certificates *

Reopen last browsing session

Add site to Apps Intended purpose: <all= -

Yiew downloads Ctrl+) Personal  Other People  Intermediste Certification Authorities  Trusted Root Certificatior * | *

Pop-up Blocker > |

e PR = . Euoo

SrmartScreen Filter »

IManage media licenses

Manage add-ons
Cornpatibility View settings

Subscribe to this feed...

Feed discovery
Windows Update

Perdfarmance dashhoard Ctrl+Shift+1 Import. .. Expott... Remaove Advanced

F12 Developer Tools Certificate intended purposes

Onellote Linked Motes Client Authentication, Secure Email, Smart Card Logon

Send to Onehlote Yiew

Reportwebsite problems

.
Internet options
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1.2 HaropyBare Ha Adobe Reader

Adobe Reader Mma concTBeH CKnag, Ha KOPEHCKUM cepTudmKatM Ha Koum um Bepysa (Trusted
Certificates). OBaa nMcTa Ha KOpEHCKM cepTUdMKaATU ce pasMKyBa Of, OHaa Koja ja Kopuctu
onepatMBHMoT cuctem Windows. 3a ga ce wusberHaT npobiemum KoM MOXKe [a@ HACTaHaT npu
Ba/sMAaLmja Ha NOTAMCOT CO KOj € NOTNULLAH AOKYMEHTOT, NOTPEOHO e Aa ce HanpaBu MHTerpaumja Ha
OBMe [Ba CK/1Iaga Co U3BPLUYBakbe HA CAedHUTe YeKopu:

1. Bo pamkuTte Ha Adobe Reader, og meHuTO ce nsbupa Edit->Preferences... (Chuka 2)

-
FY fdcbe Reader

File B2:8 Yiew Window Help

E Undo Ctrl+Z

Bedo Shift+ Ctrl+ 7

Cut Ctrl+X

| Copy Ctrl+C
| Paste Ctrl+V

Delete

Select All Ctrl+ 4
Deselect All Shift+ Ctrl+ 4

Copy File to Clipboard

Check Spelling r
Look Up Selected Word...

Find Ctrl+F
Adyanced Search Shift+Ctrl+F
Protection » ]
_ Adobe Online 5
Analysis L
Accessibility b Convert PDF -
s 7.9 H
ﬁ Create PDF
= = _ - —

Cnuka 2

2. Op nuctata BO AecHaTa cTpaHa ce m3bupa Signatures. Bo genot Verification ce kankHyBa
More... (Chuka 3)
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s

Categories:

Digital Signat
Commenting
Creation & Appearance

Decuments
Full Screen
General « Control options for signature creation
snera - Set the appearance of signatures within a document
Page Display
3D & Multimedia Verification
Accessibility

Adobe Online Services - Control how and when signatures are verified

Email Accounts

Forms
Identity Identities & Trusted Certificates
Internet
JavaSeript + Create and manage identities for signing
+ Manage credentials used to trust documents
Language
Measuring (2D)
Measuring (3D) Document Timestamping
Measuring (Geo)
Multimedia (legacy) + Configure timestamp server settings

Multimedia Trust (legacy)
Reading

Reviewing

Search

Security

-%- }
racker

Trust Manager
Units
Updater

Cnuka 3

3. Bo HoBoTo nposopue, Bo genot Windows Integration ce oBo3moxkysa onuujata Validating
Signatures (Cnuka 4). 3a aa ce 3aTBOpaT NposopuuTe ABa NaTn ce nsbupa OK.

ignature Verification P

rify signatures when the document is cpened

[ When document has valid but untrusted signatures, prompt to review and trust signers

Verification Behavior
When Verifying:

@ Use the document-specified method; prompt if unavailable

() Use the document-specified methed; if unavailable, use default method

(0) Always use the default method: Adobe Default Security

Require certificate revocation checking te succeed whenever possible during signature verification

=) Ignore document validation information

Verification Time

Verify Signatures Using:

@ Time at which the signature was created

) Secure time (timestamp) embedded in the signature

) Current time

Use gxpired timestamps

Verification Information
Autematically add verification informatien when saving signed PDF:
@ Ask when verification informatien is too big
) Always
() Never
Windows Integration
Trust ALL root certificates in the Windows Certificate Store for:

Validating Signatures
b = its

Selecting either of these options may result in arbitrary material being treated as trusted content.

Take care before enabling these features.

Cnuka 4
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2. [OwurutanHo notnuwyBake pdf AoKymeHT

MocTanKkata 3a notTnuwysare pdf gokymeHT co Adobe Reader ce cocToun oa cnegHUTe YeKopwu:

1. MpeKky Adobe Reader ce oTBopa pdf AOKyMeHTOT Koj Tpeba aa buae gurutanHo notnuwwad. Og,

MEeHWUTO BO aecHmoT gen ce nsbupa Fill&Sign->Work with Certificates->Sign with Certificate.
(Cnuka 5).

r ™y
| Jokyment 33 normuc.pdf - Adobe Reader = | B ﬂ

|Fi|e Edit View Window Help

*®

=) open |@@@@B@| fl||@= Tools glFiII&SignIComment

» Fill & Sign Tools
» Send or Collect Signatures
I ¥ Work with Certificates I

[ signwith Certificate
LLOKYMERT 33 NOTAMC ] Digitally sign document

Cnuka 5

2. Ce oTBOpa HOBO Npo3opye Kako Ha Cnnka 6. Ce n3bupa Drag New Signature Rectangle...

MoToa BO paMKUTE Ha JOKYMEHTOT Ce MCLPTYBa NPaBoaro/IHNK Kaje WTo BM3yenHo Tpeba aa
6uae npukaxkaH notnucot (Cnnka 7).

F =
Adobe Reader ﬁ

Teo begin signing, choose the 'Drag Mew Signature Rectangle' button, and then
drag out the area where you would like your signature to appear. Once you

finish dragging cut the desired area, you will be taken to the next step of the
signing process,

[Do not show this IMEsEage againt

I[ Drag Mew Signature Rectangle ... ]II Cancel

Cnuka 6
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JLOKYMEHT 33 NOTIHC

Cnuka 7

3. o ucupTyBarbe Ha NPABOAro/IHMKOT aBTOMATCKM Ce MojaByBa Npo3opye Kako Ha Caunka 8. Bo
Sign As ce n3bupa cepTMdmKaToT, a BO CpeamHaTa AaLeH € BU3YESHUOT NPMKas Ha NOTNUCOT
KOj Ke Bupae CTaBeH Ha AOKYMEHTOT. 3a NOTNULIYBaHe ce KAMKHYBA Sign.

F A
Sign Document g

ST LY. | Imel4 Prezimeld (KibsTrust Qualified Certificate Services) B4

(T eTCNTCate oot e RIOE TTUer JuaTT e CeTticate servee e

Appearance: Standard Text -

Digitally signed by Ime14 Prezime14
DN: ou=0ddel14, o=Test
I I I le 1 4 Organizacijald,
serizlMumber=5529581, c=MK, O
. email=ca-pomos@kibsmk,
P rez I m e 1 4 sn=Prezime]14, givenName=Ime14,
cn=Ime14 Prezime14

Date: 2016.01.28 10:07:47 +01'00°

[] Lock Document After Signing @

3 Click Review to see if document content
may sfec gning

[ sign ]! Cancel |

Cnuka 8

4. MoToa ce jaByBa Mpo30opye 3a 3ayyByBatbe Ha MNOTNMLIAHMOT AO0KymeHT. Ce u3bupa
cooABeTHaTa Jlokaluuja U ce KNMKHyBa Save (Cnnka 9).
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X Save As . - 4 & - - v . . bl .' g
B Desktop » « [ 43 W Search Desktop ol
Organize * Mew folder 4= - @
- -
4750 Favorites = Nome m
Bl Desktop ‘E‘ 4 Libraries
4 Downloads B oroato gy ul, o

m

E-._'.l Recent Places Lol Computer

ih Network
4 [ Libraries Lompehe jres i |4
> @ Documents ) !
> @t Music Vet i T ;
> = Pictures m ot __ st uen-ratibsc o <
> B Videos bl | <1 LL] |

File name: JokymenT 33 notnuc.pdf

Save as type: | Adobe PDF Files (*.pdf}) vI

= Hide Folders Saveto Online Account = [ Save ] [ Cancel ]

Cnuka 9

5. CneaeH yekop 3a NOTNULIYBaHE AOKYMEHTOT € BHecyBatbe Ha MNH AoKoKy cepTUdMKATOT e
Ha TOKEH WM BHECYBaHbE I03UHKA A0KOKY cepTUdMKaTOT e Ha anck (Camka 10).

-

-
Card

3

Please Enter your FIN Code

ox

Cnuka 10

6. Mo BHecyBarwe Ha [MWMNH-OT manM no3mHKaTa, AOKYMEHTOT € AUIrMTanHO noTnuwaH. Ha
LOKYMEHTOT MPUKAXKaH e BU3YesIHMOT NOTMMC, @ BO TOPHUOT Ae/l Ha AOKYMEHTOT MMa CMHA

NleHTa co 3eseH 3Hak (Cnmka 11) Koja 03HauyBa AeKa AOKYMEHTOT € MOoTNMLaH Co BaiuaeH
notnuc (Signed and all signatures are valid).

L ™
m JokymenT 3a notnuc.pdf - Adobe Reader E@g
File Edit View Window Help 3
Open | @ @ 2 o 5 (% | /1 | | |z| > Tools Fill & Sign Comment

@ Signed and all signatures are valid. % Signature Panel » Fill & Sign Tools

»

» Send or Collect Signatures
¥ Work with Certificates
[& Sign with Certificate

Time Stamp Document
[LOKyMEHT 33 MoTrMc

ﬁ Validate All Signatures
Digitally signed by Ime14 Prezime 14
DN: ou=0ddel14, o=Test
m e Organizacijal4,
serialNumber=5520581, c=MK,
email=ca-pomos@kibs.mk,

)
Prezime14 s svaneineas

Date: 2016.01.28 10:15:15 +01'00°

Cnuka 11
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